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Ehe New Hork Times
Why Orcas Are Attacking Boats

A pod of orcas damaged a boat and left its two-person crew

stranded. It was the latest in a string of attacks that research
suggests could be used for hunting practice.




Memorialization Hacking
i.e. “turning if off and on again”

Remembering

Example Name

© See Messages & Friends

619 friends
Tributes  Posts  About  Friends  Photos  Videos  More v -
Intro Tributes Go to Posts
Tributes to Example Name
‘
Share stories, commemorate a special day, or 3%
), let friends and family know you're thinking
about him, !
Share a memory or thought about Example Name
Photos See all photos [&g Photovideo &' Tag people Feeling/activity

TITUI505 REV (Z2T)

LOCAL REGISTRAR’S CERTIFICATION OF DEATH

WARNING: It is illegal to duplicate this copy by photostat or photograph.

HAWAIL:::
LICENSE
NUMBER 441
This is to certify that the information here given is 3 - _NOE , 4

correctly copied from an original Certificate of Death 0 VA 3 | 6/ 03’ 2008
duly filed with me as Local Registrar. The original \ >

certificate will be forwarded to the State Vital
Records Office for permanent filing.

Fee for this certificate: $20.00

ISSUE DA

fowy 3% 06/18/1998 i 3

Local Registrar Date Issued Ill ||| I| III I ||| I |n|| II"" .
R ad

Certification Number

McLOVIN
Tve/print in COMMONWEALTH OF PENNSYLVANIA  DEPARTMENT OF HEALTH = VITAL RECOROS
Parmanen CERTIFICATE OF DEATH A 892 MOMONA ST

. Date of Death (Month ad, vyvv)

1. Dacedent's Legal Name (First, Midale, Last, SUTx) 3. Social Security Number

HONOLULU, HI 96820




Adversarial adaptation of social bots
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... Of Site Content
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... of Misinformation Sites
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Means for Adversarial Attacks (well-studied)

® Data voids - target low competition, medium volume keywords (cost $, fast)
O SEO data X social media (target dredge words)
O Encoding attacks (target copy pasted symbols)
O Backdoor attacks (target grammar mistakes)

® A/B testing on blackbox IR systems ($$, slow)
O Change content / context, observe how ranking & traffic change over time
O Content: keyword stuffing, site formatting
O Context: link schemes, link spam
® Perturbations - target high competition, high volume keywords ($$$, ramp-up)
O Model the IR system (slow) — exploit model (fast) = exploit system (fast)
O  Multi-view topics (perturb existing documents towards high volume keywords)

O Corpus poisoning attack (generate entire adversarial documents)
m ie. target LLMs / RAG trained on wikipedia
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PageRank based webgraph interventions
reduce traffic to misinformation sites
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Motive: Adversaries Manipulate Rankings

“Any observed statistical regularity will tend to collapse once

pressure is placed upon it for control purposes.” GOODHARTS LB\
- Goodhart's Law N\—\eN &M&b«s\)(—Zﬂ BECOMES N TRRGET,
\T CEBSES To BE A GOOD MEASURE.
“All metrics of scientific evaluation are bound to be abused.” ¥ You NUMBER OF WEGHT OF
MEASURE. NBLS MBDE NDILS MADE
- Mario Biagioli e o
« isti ionship wi WawreeT  Tine NMLS R NS
Any statistical relationship will break down when used for
policy.” €

- Jon Danielsson ap L

“The more any quantitative social indicator is used for social
decision-making, the more subject it will be to corruption pressures
and the more apt it will be to distort and corrupt the social sketchplanabions
processes it is intended to monitor.”

- Campbell’s Law eas0s - -
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Motives: How can we tell when SEO is an
information operation?
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Do Motives Determine Attack Vectors? (understudied)

® $$%$ - financial incentive
® H(info) - disinformation
O “Knowledge conflicts with (non-financial) intention (to manipulate beliefs)”
® RQ1: how to determine which motive(s)?
O 1. Identify conflicts
O 2. Estimate financial incentive
O 3. Topic-based analysis for beliefs
® RQ2: which methods are used for which incentive?
O Financial incentives afford higher cost methods (perturbations)
O Disinformation and financial incentives can co-occur
O Without financial incentive, disinformation cannot afford higher cost method
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Opportunities for Adversarial Attacks (no studies)

® RQ3: How prevalent are these attacks?
O Estimate with SEO data, validate on CommonCrawl
O Similar method to our TIST paper on robust PageRank

® RQ4: What are the requirements for carrying out such an attack?
O Data to determine which (query, document) pairs are exploitable
m SEO data access (cost $$, constant time), or
m Data collection via web spiders (initial cost $$$, running cost $, slow — fast)
O Compute to carry out the attack
m varies depending on method

® RQ5: What ‘business models’ are feasible given the cost / scale of these attacks?
O Man-in-the-middle
O Market-makers
o
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Means vs Motives vs Opportunities

- - - -




Google Ads Account Creation

1  advice for bypass google ads algorithm or fb ads
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Adversarial Attacks on RAG LLMs (REUSE)
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Adaptation of Search Results
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