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Governments & the Internet

The laws that shape speech online

Peter Carragher, adapted from Karen Maxim
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Learning objectives

I—Learning objectives
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® |earn about the laws that govern speech on the Internet

® And how tech companies make decisions about them



Why Silicon Valley and not Silizium Schluc

I—Why Silicon Valley and not Silizium Schlucht?
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Bonus reading: Anupam Chander, How Law Made Silicon Valley, 63 Emory
L. J. 639 (2014).

® Intermediary liability - whether Internet companies (aka “intermediaries”
between speakers and hearers) are responsible for the speech their users
post

® Intellectual property - how companies protect their IP and whether
they're responsible for their users’ IP violations

® Privacy - What are companies’ obligations to protect user
privacy/personal information?

® Corporate - How companies form, take on investment, operate, and
owners' liability if things go wrong

® The First Amendment - limits the ability of US government actors to

act against speech they dislike. 1A is a deeply embedded cultural norm -
both what it does, and what we think it does



Overall U.S. Approach to Internet policy
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L—Overall U.S. Approach to Internet policy

https://clintonwhitehouse4.archives.gov/WH /New/Commerce/read.html

“Framework for Global Electronic Commerce”
@ The private sector should lead.

® Governments should avoid undue restrictions on electronic
commerce.

© Where governmental involvement is needed, its aim should be
to support and enforce a predictable, minimalist, consistent
and simple legal environment for commerce.


https://clintonwhitehouse4.archives.gov/WH/New/Commerce/read.html
https://clintonwhitehouse4.archives.gov/WH/New/Commerce/read.html
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Intermediary liability e
<4
“The 26 Words That Created The Internet”* <
© L : (LT
S Intermediary liability
o “The 26 Words That Created The Internet"*
(c) Protection for “Good Samaritan” blocking and screening of offensive material Read this aloud tog_ether with the .StUdents B e_ntlrety as you would
(1) Treatment of publisher or speaker a sacred text. Or divvy up the sections and have different students read
No provider or user of an interactive computer service shall be treated as the them aloud.
publisher or speaker of any information provided by another information content
provider.

(2) Civil liability
No provider or user of an interactive computer service shall be held liable on
account of—

(A) any action voluntarily taken in good faith to restrict access to or
availability of material that the provider or user considers to be obscene,
lewd, lascivious, filthy, excessively violent, harassing, or otherwise
objectionable, whether or not such material is constitutionally protected;
or

(B) any action taken to enable or make available to information content
providers or others the technical means to restrict access to material
described in paragraph (1)



How does Section 230 work?

(c) Protection for “Good Samaritan” blocking and screening of offensive material

(1) Treatment of publisher or speaker

No provider or user of an [interactive computer service shall be treated as the
publisher or speaker of any information provided by another information content
provider.

(2) Civil liability

No provider or user of an interactive computer service shall be held liable on
account of—

(A) any action voluntarily taken in good faith to restrict access to or
availability of material that the provider or user considers to be obscene,
lewd, lascivious, filthy, excessively violent, harassing, or otherwise
objectionable, whether or not such material is constitutionally protected;
or

(B) any action taken to enable or make available to information content
providers or others the technical means to restrict access to material
described in paragraph (1)
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L How does Section 230 work?

Blue highlight: This is an extraordinary sentence, because of its simplicity and its
scope. All over U.S. law, there are instances in which someone can be held liable
for the actions of another. This happens in criminal law (i.e. accomplices), in tort
law, in copyright law (companies have to take down copyright violations posted by
others), in corporate law (companies are responsible for the actions of their employees).
Sometimes publishers like newspapers are liable for the speech they publish, as in
defamation law. Section 230, by contrast, protects internet companies from liability for
almost all the speech of others. Early court cases interpreting section 230 immunized
tech companies from liability even when speech they hosted caused serious harm -
criminal harm! - to real people.

[Placeholder to discuss the implications of the Gonzalez v. Google case, decision
expected in summer 2023. Do recommendation algorithms count as conduct by
Google for for which it can be held liable?]

Red highlight: Interactive computer service is defined so broadly as to give basically
every website, service, marketplace or app the protections of Section 230. It even

covers infrastructure-type services like AWS or Cloudflare.



How does Section 230 work?

L How does Section 230 work?
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(c) Protection for “Good Samaritan” blocking and screening of offensive material

(1) Treatment of publisher or speaker NOTE: duplicate slide created to make space for the rest of the notes.

. . . . Purple highlight: To be protected by Section 230, the content at issue has to be provided by someone else -
No provider or user of an interactive’computer service shall be treated as the “another” information content provider, “in whole or in part” [this comes from the definition of information content
publisher or speaker of any information provided by another information content provider]. You can sue Twitter for content created BY Twitter, for example. There's a court decision about a site
provider called Roommates.com in which was held liable for a dropdown menu that invited users to violate federal and state

: fair housing laws. One way a plaintiff can try to survive a motion to dismiss when suing a platform about content is
S — to argue that the platform was responsible at least “in part” for generating the content at issue. This is going to be
(2) Civil Ilab'llty a huge issue as courts try to figure out how Section 230 applies to the outputs of new Al tools. Tech companies will
- want all that Al-generated content to be treated entirely as from “another,” so they can be immune from liability over
it. Expect to see arguments like “this content is remixed entirely from third party inputs, nothing added from us,” etc.

No provider or user of an interactive computer service shall be held liable on

account of— Pink highlight: This refers to the mechanics of the protection. When someone sues an internet company
for either leaving up OR taking down speech, the company will immediately respond with a “Motion to
(A) any action vquntarin taken in good faith to restrict access to or Dismiss” and cite Section 230 in the motion. Because Section 230 is so clear and because of the way

the first few Section 230 cases went, courts have mostly dismissed these lawsuits right away. ~ When

availability of material that the provider or user considers to be obscene, ‘ - e U Ve - . h
private individuals sue, those are called civil suits, in contrast to criminal ones, which governments bring

lewd, lascivious, filthy, excessively violent, harassing, or otherwise to enforce criminal laws. (To make it more confusing, governments bring civil suits too). So to have a

objectionable, whether or not such material is constitutionally protected; blanket protection against liability for intermediaries - the internet companies that sit between speakers and the

or hearers - with very few exceptions, enshrined in federal legislation, has proved incredibly powerful for tech companies.

. . . . Green highlight: Here's where the Good Samaritan provision comes back. Congress also wants to incentivize

(B) any action taken to enable or make available to information content companies to take action against bad speech, so it protects companies that take down speech. This provision
providers or others the technical means to restrict access to material protects all the content moderation programs that companies have.

described in paragraph (1)

Orange highlight: Look how broad this Good Samaritan provision is! It means that companies can take down
essentially any speech without fear of being sued.

Discussion question: if you're a website, do you have to scan all the user content for bad stuff? Should you?



Why is Section 230 so confusing?

Normal lav 1f you do X, then Y bad thing wil happen to you.
Or- If you do X, then Y 004 thing wil happen to you.

I—Why is Section 230 so confusing?
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X = keep up user speech. Y = get immunity from liability.
In other words, the law protects you whether you keep up user speech, OR take it
down.

bad thing will happen to you.
Or: If you do X, then Y good thing will happen to you.

Section 230 looked innocuous and unassuming when it was introduced and it got very
little attention at the time. Partly that's because the internet was brand new. Partly
that's because legislators were more focused on the rest of the bill, which was about
traditional telecom. Partly it's because there's so little text. Partly because it was
good thing will happen to bipartisan (Chris Cox (R, CA) and Ron Wyden (D, OR)).

you. If you do the opposite of X, then Y gOOd thmg will Today Section 230 continues to have bipartisan support and criticism. It's hard
happen to you. to think of another law that's so beloved and reviled at the same time, across party lines.

Discussion Questions:

1. If I'm politically conservative, why might | dislike Section 2307 Why might | like
it?

2. If I'm politically liberal, why might | dislike Section 230? Why might | like it?

Refer to the Sarah Jeong piece here:

Iattmers . Jinnnnns vasrdismmme memma IO010 /N7 /G / ~mimimim Jommmdtmim OO0 o~k mmr it e |


https://www.nytimes.com/2019/07/26/opinion/section-230-political-neutrality.html

xceptions to immunity and “Section 230 reform”

Exceptions to immunity and “Section 230 reform”

|—Exceptions to immunity and “Section 230
reform”
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In the last 5 years, Congress has drafted dozens of bills that would
alter Section 230 (26 as of the Congressional Research Service report here:
https://crsreports.congress.gov/product/pdf/R/R46751). These bills are known
as “Section 230 reform”. FOSTA/SESTA (Fighting/Stop Online Sex Trafficking
Act), for example, was added here in 2018. If another Section 230 reform
bill becomes law, it's also likely to fit into Section 230(e) - “Effect on other laws".

Notable recent 230 reform proposals are:

1. EARN It, which would have made Section 230 immunity conditional on platforms’ compliance with a
to-be-determined set of best practices to protect children online, developed by Commission of
to-be-determined people appointed by government officials. Critics were concerned about all the
uncertainty in those TBD elements. In particular, critics were most worried that the Commission might
develop a “best practice” that undermined strong encryption like end-to-end encryption. There was a swell
of anti-encryption messaging from some governments around the time that EARN It was introduced.
EARN It seems to be dead.

2. PACT Act. This bill was first introduced in 2020, then it languished, then it was reintroduced in Feb 2023.
It's very sensible! Major provisions: would require platforms to say clearly what their CoMo rules are, set
up a way to accept complaints about decisions on content, offer some due process to users, quickly remove
content determined by a court to be illegal, publish regular transparency reports.
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How does the First Amendment fit in?

® Tech companies are private actors and can abridge whatever
speech they want

® But because the platforms we use are where pretty much all
important speech happens these days, they seem like the town
squares that the 1A is meant to protect

® Which means there's a lot of confusion about how the 1A
interacts with social media

® Private companies cannot “censor” the way governments can,
nor do they owe their users “freedom of speech,” at least not
as a legal obligation.

2026-04-18

L_How does the First Amendment fit in?

This is the relevant part of the First Amendment. “Congress” actually means all U.S.
gov't actors, whether federal, state, the police, part of a regulatory agency, etc. That's
based on court cases that interpret the First Amendment. “Make no law” can refer to
actual laws, or other kinds of pressure, like threats.

[UPDATE AS NEEDED]: FL's law would prohibit social media companies from re-
moving posts from any “journalistic enterprise” or political candidate. TX's law would
prevent large SM companies from labeling or removing users’ political speech.

As of April 2023, SCOTUS is deciding whether to hear lawsuits challenging the TX
and FL laws. Together the challenges are known as the “Netchoice” cases. Both laws
were put on hold by courts because the laws are likely to be unconstitutional. But the
appeals courts for TX and FL - one level below SCOTUS - split on their approaches,
which means that means the Supreme Court is likely to accept the cases. SCOTUS
recently delayed that decision (a.k.a its “cert decision”). We expect SCOTUS to decide

whether to hear the cases by approximately ]



How does the First Amendment fit in?

® |n fact, 1A caselaw protects tech companies as speakers, as if
they were people!

® Both TX and FL recently passed laws that require social
media tech companies to carry certain kinds of speech -
political or journalistic. Based on the way 1A is currently
understood, both of the laws are likely to be found
unconstitutional. But anything is possible!

e U.S. tech companies do actually care about maintaining free
speech norms. These companies and many of the people who
work at them grew up in the U.S., where freedom of speech is
taught as a core value at all levels of education
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What does intermediary liability look like outside of the U.S.?

Stanford Brookings Institution Electronic Frontier
Foundation

Warning: The intermediary liability landscape is changing so
rapidly that sources can become outdated quickly. Check dates
and verify with primary sources.
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L-What does intermediary liability look like outside
of the U.S.?

This is where you can have a great discussion about “American Excep-
tionalism,” Chapter 7 of The 26 Words that Created the Internet, by
Jeff Kosseff. It illustrates an example of how intermediary liability works
outside the U.S. and how U.S. companies sometimes try to segment out
their users for compliance.


https://wilmap.stanford.edu/
https://www.brookings.edu/articles/online-content-moderation-lessons-from-outside-the-u-s/
https://www.eff.org/deeplinks/2022/05/platform-liability-trends-around-globe-taxonomy-and-tools-intermediary-liability
https://www.eff.org/deeplinks/2022/05/platform-liability-trends-around-globe-taxonomy-and-tools-intermediary-liability
https://wilmap.stanford.edu/
https://www.brookings.edu/articles/online-content-moderation-lessons-from-outside-the-u-s/
https://www.eff.org/deeplinks/2022/05/platform-liability-trends-around-globe-taxonomy-and-tools-intermediary-liability
https://www.eff.org/deeplinks/2022/05/platform-liability-trends-around-globe-taxonomy-and-tools-intermediary-liability

Some common features of global intermediary laws

® Scope & size thresholds. Usually aimed squarely at social
media. May have different rules for infrastructure/"“dumb
pipe” providers. May apply based on # of users in jurisdiction,
or amount of revenue derived there, or both
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L-Some common features of global intermediary
laws

There are so many new laws and regulations governing global intermediary
liability. Rather than walk you through them individually, here are some of
their more common features. If needed, | could create a key linking these

® Personnel. May require a representative on the ground features to the ILs that have them.

® Respond to government orders to take down content or
investigate users, often within a short window (hours, days)

® Reporting. May require regular reports about user numbers,
actions on content or gov't requests.

® Process for users. May require processes for users to lodge
complaints or challenge adverse decisions



Some common features of global intermediary laws © | . :
§ L-Some common features of global intermediary
o laws
® Children. Some laws have special requirements to protect There are so many new laws and regulations governing global intermediary
children from harmful content. liability. Rather than walk you through them individually, here are some of

e Publish rules. May require platforms to publish rules about their more common features. If needed, | could create a key linking these

acceptable and unacceptable content and behavior. features to the ILs that have them.

® Monitor content? Some new laws require platforms to
affirmatively scan for certain content. Others say there's no
obligation to do so

® Penalties. Can be fines, threat of arrest or criminal charges
against execs or representatives on the ground.



- A

Internet regulation outside of the u.s.

Why do U.S. companies track Internet regulations |

outside the U.S.?

Why do they often try to follow those
regulations?
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Ask students to give some reasons why US companies have to think about
the laws outside of the U.S.



Some reasons why U.S. companies try to follow non-U.S. laws

® To make money. There are lucrative potential customers and
users all over the world, particularly in rich countries. If you
want to sell into Europe, you need to obey European laws.

e Companies may have legal entities in other jurisdictions for
tax reasons, or licenses or permits to operate there. Those
mean you need to follow the laws of those jurisdictions.

e Companies may have bank accounts, offices, factories, and
employees in other countries. Some countries require
companies to have at least one employee on the ground in
order to do business there. These are powerful levers that
governments use get companies to obey their laws.

2026-04-18

L—Some reasons why U.S. companies try to follow
non-U.S. laws

India, for example, has a requirement to have an employee on the ground.

Example of the Brussels Effect: All those cookie warnings you get come
originally from European regulations. Note that you'll see them even when
you're not in Europe or the other places where they're now required. Show-
ing them to everyone is easier than segmenting.



Some reasons why U.S. companies try to follow non-U.S. laws

Powerful jurisdictions like CA or the EU can make law for the
entire world. They have enough clout that companies will try
to comply with their laws, and other jurisdictions will use their
laws as models for their own. Since it's often easier for a
platform to have one rule for all its users, practices required by
the EU’s GDPR (for example) are applied to everyone. We call
this “The Brussels Effect”.

2026-04-18

L—Some reasons why U.S. companies try to follow
non-U.S. laws

India, for example, has a requirement to have an employee on the ground.

Example of the Brussels Effect: All those cookie warnings you get come
originally from European regulations. Note that you'll see them even when
you're not in Europe or the other places where they're now required. Show-
ing them to everyone is easier than segmenting.



How companies make decisions about global internet speech

laws - case study

L How companies make decisions about global
internet speech laws - case study
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Chronology

® Who in your company should you add to the new chat channel for
this issue?

® Who should you consult outside the company?
® What additional information would you like to have?
® What can you do to try to buy more time?

® Should Arvind meet with MeitY at its office on Tuesday morning
IST? What can we do to keep him safe?

® How to protect the 10 engineers in the Hyderabad office? How to
talk about what's going on?
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I—Chronology

When reviewing the list of people who should be involved, ask students
to identify what the priorities of those individuals are. What is the head
comms person thinking most about? The COO? The head of gov't rela-
tions? Your outside counsel? Arvind? Arvind's family?



The Thicket of Considerations

Potential revenue

from
users/customers Corporate values

iny

Your existing rules
Lawmaker attention in Y
Reactions of your

Reliance on your
services by
residents in Y

Current laws in Y board

Technical costs

and effort of
compliance

Reliance on your
services by
government in Y

Chances of
enforcement
actioninY

Potential to gain
market share

Personal values
and feelings of
your leadership

Lawmaker attention in U.S.
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Examples of decisions:

1. Do we take down content that's suddenly high profile and controversial in
country Y?

2. What do we do about a new intermediary liability law in country Y?

At big established companies, there are likely processes and playbooks for
making these decisions. A lot of people will help make the decision. At smaller
companies, the decisionmaking will feel more ad hoc and it might be a single
person making the call.

But the general set of considerations is the same. The tensions among
“free speech”, “user safety”, “making money”, ‘“complying with all laws
wherever you do business” are not resolvable. The best you can do is try to
manage the tensions over time, to thread a careful path and focus more on

good process.
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