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Whatis a Link Scheme?

® Any site that creates “low-value content primarily for the purpose of
manipulating linking and ranking signals”
® Motives:
O Promote an agenda (information operation)
O Sell as a service (paid link scheme)

® C(Can we tell if a link scheme is likely part of an information operation?

Peter Carragher, Evan M. Williams, Kathleen M. Carley. 2024. “Detection and Discovery of
Misinformation Sources using Attributed Webgraphs” upcoming in ICWSM 2024
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Paid Link Schemes serve disreputable
customers across site categories

o o0
Linking to multiple site categories is rare viajortty Link Scheme 0
To multiple unreliable categories even less so " &

Sites that do this tend to be paid link schemes
Why? Most often as a paid SEO service
Why unreliable? Reputation is not valued

Log Casino Anti-TrustRank

Peter Carragher, Evan M. Williams, Kathleen M. Carley. 2024.
“Misinformation Resilient Search Rankings with Webgraph-based
Interventions” ACM Transactions on Intelligent Systems and Technology.
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Paid Link Scheming is (transparent) black-hat

SEO

Link spam

Google uses links as a factor in determining the relevancy of web
pages. Any links that are intended to manipulate rankings in
Google Search results may be considered link spam. This includes
any behavior that manipulates links to your site or outgoing links
from your site. The following are examples of link spam:

e Buying or selling links for ranking purposes. This includes:
¢ Exchanging money for links, or posts that contain links
¢ Exchanging goods or services for links

¢ Sending someone a product in exchange for them
writing about it and including a link

Global SEO
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How do we know if a scheme is paid or unpaid?
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How do we know if a scheme is paid or unpaid?
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Case Study: SEO in fbe Iranian News Network
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GPT can label the political bias of Iranian news
sites

® Of 31 labels from previous work, 27 are labeled correctly by GPT
® Webgraph shows assortativity along political alignment given by GPT labels

Alignments:

® C(Conservative (n=150): fundamentalist, pro-government

® Neutral (n=137): highly self-censored news outlets

® Reformist (n=29): “left-wing” movement

® Anti-government (n=17): controversial and largely banned in Iran

Zanconato, A., Sab.ahl, F.: [ran-media landscape. CASOS
European Journalism Centre (2019) HIDELD




Topics covered tend to have partisan framing

courtesy of google translate
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What do the paid vs cliquelink schemes link to?
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Topics linked to by paid schemes (mixed)
and the link scheme cligue (conservative

Link Scheme Clique Topics (n=4) Multi-Category Link Scheme Topics (n=5)
Major-general Military Corps Ballistic Presidency Selected Eleventh Fundamentalists
Murder Interrogation Criminal Murderer Colonel Suspects Judicial Capture

Students Protesters Demonstrations Movement Citizens Asphalt Development Municipality
Klein Shias Narrations Innocent States Allies Washington Saudi

Encouraging Cooperative Revenue Households Income Guilds Declaration Non-commercial
Presidency Selected Eleventh Fundamentalists Second Chair Constituency Candidates

Rights Livelihood Pension Sunni Development Economic -operative Participation
Emirates Toman Exchange Banknotes Biden Netanyahu Civilians Weapons
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Paid schemes link to Iranian News sites from
every political alighment
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Clique has unique link distributions

Iranian Link Scheme

News Sources Clique (Mandarin Unreliable US
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Conclusion: is the link scheme clique paid for or
is it part of an information operation?

Hastisting CaBumo | # Winksks | Tdeigies | Webbgraph | Outlink Types | Only paid links?
Paid | Joldint | NoNo ~1010 Vilb@éd = Mixgdd Multi-category | Probably
Cligue  Joidint | YeYes ~20p0M | Cooms. | COoAs. News Possibly

e (Qutlier Node/Edge Detection

e Node Prediction
O Add ‘owner’ / host nodes

e Network-based Collusion Detection Models
o Lack of ground truth for evaluation
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