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… of Site Content

The Perfect Webpage
Mia Sato | The Verge | January 8, 2024

Goree, Samuel, et al. "Investigating the homogenization 
of web design: A mixed-methods approach." 2021 CHI



… of Misinformation Sites

Peter Carragher, Evan M. Williams, Kathleen M. Carley. 2024. 
“Detection and Discovery of Misinformation Sources using Attributed Webgraphs”. ICWSM 2024.



Means for Adversarial Attacks (well-studied)

● Data voids - target low competition, medium volume keywords (cost $, fast)
○ SEO data X social media (target dredge words)
○ Encoding attacks (target copy pasted symbols)
○ Backdoor attacks (target grammar mistakes)

● A/B testing on blackbox IR systems ($$, slow)
○ Change content / context, observe how ranking & traffic change over time
○ Content: keyword stuffing, site formatting
○ Context: link schemes, link spam

● Perturbations - target high competition, high volume keywords ($$$, ramp-up)
○ Model the IR system (slow) → exploit model (fast) → exploit system (fast)
○ Multi-view topics (perturb existing documents towards high volume keywords)
○ Corpus poisoning attack (generate entire adversarial documents)

■ i.e. target LLMs / RAG trained on wikipedia



PageRank based webgraph interventions 
reduce traffic to misinformation sites
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Peter Carragher, Evan M. Williams, Kathleen M. Carley. 2025. 
“Misinformation Resilient Search Rankings with Webgraph-based Interventions”. TIST 2025.

● Cost for adversary
● Label Independent
● Procedural Fairness



“Any observed statistical regularity will tend to collapse once 
pressure is placed upon it for control purposes.” 

- Goodhart’s Law

“All metrics of scientific evaluation are bound to be abused.” 

- Mario Biagioli

“Any statistical relationship will break down when used for 
policy.” 

- Jon Danielsson

“The more any quantitative social indicator is used for social 
decision-making, the more subject it will be to corruption pressures 
and the more apt it will be to distort and corrupt the social 
processes it is intended to monitor.” 

- Campbell’s Law

Motive: Adversaries Manipulate Rankings



Motives: How can we tell when SEO is an 
information operation?

Peter Carragher, Kathleen M. Carley. 2024. 
“Accountability in Search Engine Manipulation: A Case Study of the Iranian News Ecosystem”. SBP BRIMS 2024.



Do Motives Determine Attack Vectors? (understudied)

● $$$ - financial incentive
● H(info) - disinformation

○ “Knowledge conflicts with (non-financial) intention (to manipulate beliefs)”

● RQ1: how to determine which motive(s)?
○ 1. Identify conflicts
○ 2. Estimate financial incentive
○ 3. Topic-based analysis for beliefs

● RQ2: which methods are used for which incentive?
○ Financial incentives afford higher cost methods (perturbations)
○ Disinformation and financial incentives can co-occur
○ Without financial incentive, disinformation cannot afford higher cost method
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Opportunities for Adversarial Attacks (no studies)

● RQ3: How prevalent are these attacks? 
○ Estimate with SEO data, validate on CommonCrawl 
○ Similar method to our TIST paper on robust PageRank

● RQ4: What are the requirements for carrying out such an attack?
○ Data to determine which (query, document) pairs are exploitable

■ SEO data access (cost $$, constant time), or
■ Data collection via web spiders (initial cost $$$, running cost $, slow → fast)

○ Compute to carry out the attack 
■ varies depending on method

● RQ5: What ‘business models’ are feasible given the cost / scale of these attacks?
○ Man-in-the-middle
○ Market-makers
○ …



Means vs Motives vs Opportunities



Google Ads Account Creation



Adversarial  Attacks on RAG LLMs (REUSE)

PoisonedRAG: Knowledge Corruption Attacks to 

Retrieval-Augmented Generation of Large Language 

Models. USENIX 2025



Adaptation of Search Results

DAIR: A Query-Efficient Decision-based Attack 

on Image Retrieval Systems. SIGIR 2021
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